PAN—X 20T 4 EARXE (BER)
The Basic Act on Cybersecurity (Tentative
translation)

CER A+ RE+—HA+ RS ENE)
(Act No. 104 of November 12, 2014)

H K
Table of Contents
Hw il CB—R—%T—%)
Chapter I General Provisions (Articles 1 to 11)
B P AN—X VT B (B 25)
Chapter II Cybersecurity Strategy (Article 12)
o ARMRER G =4&—% _1u%K)
Chapter III Basic Policy (Articles 13 to 24)
FUE A NN—tFX2 U7 BRIEAT (B +HE—F=1+1t%)
Chapter IV Cybersecurity Strategic Headquarters (Articles 25 to 37)
FhE EHl GE=1J/\%)
Chapter V Penal Provision (Article 38)
bR

Supplementary Provisions

F—E A

Chapter I General Provisions
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(Purpose)
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Article 1 The purpose of this Act is to set a basic policy for Japan's cybersecurity
initiatives, clarify things such as the responsibilities of the national and local
governments, and provide for the formulation of a cybersecurity strategy and
other things that will become the foundation of cybersecurity initiatives, and
also to comprehensively and effectively advance cybersecurity initiatives in
conjunction with the Basic Act on the Formation of a Digital Society (Act No.
35 of 2021) in ways such as establishing a Cybersecurity Strategic
Headquarters, and by doing so, to enhance economic and social vitality and
achieve sustainable development and bring about a society where the people
can live with a sense of safety and security, and also to contribute to ensuring
peace and safety in the international community and contribute to Japan's
national security, in consideration of the context in which it has become an
urgent issue to ensure cybersecurity while also ensuring the free flow of
information, due to the increasing severity of threats to cybersecurity and
other such changes in internal and external circumstances that are arising on
a global scale as a function of the development of the Internet and other such
advanced information and telecommunications networks, and the increased use
of information and communications technologies(hereinafter referred to as
"information and telecommunications technologies") prescribed in Article 2 of
the Basic Act on the Formation of a Digital Society.
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(Definitions)
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Article 2 The term "cybersecurity" as used in this Act means that the necessary
measures have been taken to prevent the leakage, loss, or damage of
information that is recorded, sent, transmitted, or received in electronic form,
magnetic form, or any other form that cannot be perceived by the human
senses (hereinafter referred to as "electronic or magnetic form" in this Article)
and to securely manage that information in other such ways; that the
necessary measures have been taken to ensure the security and reliability of
information systems and of information and communications networks
(including the necessary measures to prevent damage from unauthorized



activities directed at a computer through an information and communications
network or through a storage medium associated with a record that has been
created in electronic or magnetic form (hereinafter referred to as "electronic or
magnetic storage medium")); and that this status is being properly maintained

and managed.

(EAT)
(Basic Principles)
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Article 3 (1) Since ensuring the free-flow of information through the
development of the internet and other advanced information and
telecommunications networks and through the use of information and
communications technologies is important to such things as people's enjoyment
of freedom of expression, the creation of innovations, and the enhancement of
economic and social vitality through the use of these networks and technologies,
cybersecurity policy must be advanced with the principle to proactively respond
to cybersecurity threats through coordination among a variety of actors, such
as the national and local governments and critical social infrastructure
providers (referring to those engaged in business that provides infrastructure
which is the foundation of the lives of the people and economic activities, and
whose functional failure or deterioration would cause an enormous impact on
them).
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(2) The cybersecurity policy must be advanced with the principle to raise
awareness to each individual member of the public about cybersecurity and
encourage each individual member of the public to take voluntary actions, and
positively promote actions to establish resilient systems which can prevent any
damage caused by threats against cybersecurity and quickly recover from

damage or failure.
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(3) The cybersecurity policy must be advanced with the principle to develop the
Internet and other such advanced information and telecommunications
networks, and positively promote actions to establish vital economy and society
through the utilization of information and communications technologies.
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(4) The cybersecurity policy must be advanced through international cooperation
with the principle for Japan to assume a leading role in the formulation and
development of an international cybersecurity framework, in consideration of
the fact that responding to cybersecurity threats is a common issue throughout
the international community, and that Japan's economy and society operate
within the context of internationally close and interdependent relationships.
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(5) The promotion of the Cybersecurity policy must be required to be carried out
in consideration of the Basic Act on the Formation of a Digital Society.
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(6) The cybersecurity policy must be advanced with due consideration not to
wrongfully infringe on the rights of the people.

(EHDE)
(Responsibility of the National Government)
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Article 4 The national government is responsible for formulating and
implementing comprehensive cybersecurity policies in line with the basic

principles in the preceding Article (hereinafter referred to as "basic principles").
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(Responsibility of Local Governments)
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Article 5 In accordance with the basic principles, local governments bear the
responsibility to formulate and implement independent cybersecurity policies
in consideration of the appropriate division of roles with the national



government.
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(Responsibility of Critical Social Infrastructure Providers)
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Article 6 In accordance with the basic principles, a critical social infrastructure
provider is to deepen its interest in and understanding of the importance of
cybersecurity and to endeavor independently and actively to ensure
cybersecurity, as well as endeavoring to cooperate in the implementation of the
cybersecurity policy that the national or local government implements, in order

to stably and properly provide its services.

(A N—BEFEEE Z DM O FEE DOEE)
(Responsibility of Cyberspace-Related Business Entities and Other Business
Entities)
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Article 7 In accordance with the basic principles, cyberspace-related business
entities (referring to those engaged in business regarding the maintenance of
the internet and other advanced information and telecommunications networks,
the utilization of information and communications technologies, or business
relating to cybersecurity; the same applies hereafter) and other business
entities are to endeavor independently and actively to ensure cybersecurity, as
well as endeavoring to cooperate in the implementation of the cybersecurity
policy that the national or local government implements, in the course of their

business activities.

(BB HH7ERRE D EH)
(Responsibility of Educational and Research Organizations)
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Article 8 In accordance with the basic principles, universities and other
educational and research organizations are to independently and actively



endeavor to ensure cybersecurity, foster human resources related to
cybersecurity, carry out research on cybersecurity, and disseminate the results,
while endeavoring to cooperate with the cybersecurity policy that the national

or local government implements.

(ER D5 T7)
(The Efforts of the People)
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Article 9 In accordance with the basic principles, the people are to endeavor to
deepen their interest and understanding of the importance of cybersecurity and

pay necessary attention to ensuring cybersecurity.
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(Legislative Measures)
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Article 10 The national government must take legislative, financial, or tax
measures or any other measures that are necessary to implement the

cybersecurity policy.

(17 B D B A %)
(Development of Administrative Organizations)
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Article 11 In implementing cybersecurity policies, the national government is to
endeavor to develop administrative organizations and to improve

administrative management.
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Chapter II The Cybersecurity Strategy
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Article 12 (1) The national government must establish a basic plan for
cybersecurity (hereinafter referred to as the "cybersecurity strategy") with the
aim of the comprehensive and effective promotion of the cybersecurity policy.
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(2) The cybersecurity strategy is to provide for the following particulars:

— AN FX 2V T 4T DRSOV TOIEARN 278



(i) basic objectives of cybersecurity policies;
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(ii) particulars concerning the ensuring of cybersecurity within national
administrative organs and other related organs;
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(iii) particulars concerning the promotion of ensuring cybersecurity in critical
social infrastructure providers, the associations that they form, and local
governments (hereinafter referred to as "critical social infrastructure
providers and other related entities"); and
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(iv) beyond what is listed in the preceding three items, particulars necessary to
comprehensively and effectively promote cybersecurity policies.
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(3) The Prime Minister must request a cabinet decision on the proposed
cybersecurity strategy.
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(4) When having established the cybersecurity strategy, the national government
must report it to the Diet without delay and make it public through the use of
the internet and other appropriate means.
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(5) The provisions of the preceding two paragraphs apply in the case of
amendments to the cybersecurity strategy.
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(6) In order to ensure necessary funding for the costs needed to implement the
cybersecurity strategy, the national government must endeavor to take
necessary measures for implementing the cybersecurity strategy smoothly,
such as appropriating the necessary funding in the budget each fiscal year, to
the extent that national finances allow.

FoE AR
Chapter III Basic Policy
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(Ensuring of Cybersecurity at National Administrative Organs and Related
Organs)
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Article 13 With regard to cybersecurity at national administrative organs,
incorporated administrative agencies (referring to incorporated administrative
agencies prescribed under Article 2, paragraph (1) of the Act on General Rules
for Incorporated Administrative Agencies (Act No. 103 of 1999); the same
applies hereafter) and special corporations (referring to a corporation directly
incorporated by law or incorporated by a special law through a special
incorporation procedure which is subject to Article 4, paragraph (1), item (viii)
of the Act for Establishment of the Ministry of Internal Affairs and
Communications (Act No. 91 of 1999); the same applies hereafter), and so forth,
the national government is to provide necessary measures including: the
formulation of common standards of cybersecurity measures for national
administrative organs, incorporated administrative agencies and designated
corporations (special corporations and authorized corporations (referring to a
corporation incorporated by a special law which needs the approval of a
governmental entity for their incorporation and associated matters; the same
applies in Article 33, paragraph (1)) which are designated by the Cybersecurity
Strategic Headquarters as ones for which the national government needs to
further enhance measures which it is providing to ensure cybersecurity, in
consideration of the impact on the people's living conditions and economic
activities accrued in the case in which cybersecurity in the corporations is not



ensured; the same applies hereafter); the collaborative use of interoperable
information systems among national administrative organs; monitoring and
analysis of malicious activities against information systems of national
administrative organs, incorporated administrative agencies or designated
corporations through information and communications networks or electronic
or magnetic storage medium; cybersecurity exercises and training at national
administrative organs, incorporated administrative agencies and designated
corporations; responses to cybersecurity threats in cooperation, communication
and coordination with relevant domestic and foreign parties; the sharing of
information regarding cybersecurity among national administrative organs,
incorporated administrative agencies, special corporations, and so forth.

(EEMHSEBEEREIIBIT LA N—t X2 U T 1 Ok OfEHE)
(Ensuring Cybersecurity at Critical Social Infrastructure Providers and Other
Related Entities)
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Article 14 The national government is to provide measures such as formulating
standards, exercises and training, information sharing, and the promotion of
other voluntary activities, and other necessary measures regarding
cybersecurity in critical social infrastructure providers and other related
entities.

(RFFEE KR OZAE RSO B JE /22 B o2 tE)
(Facilitation of Voluntary Activities of Private Enterprises, Educational,
Research, and Other Organizations)
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Article 15 (1) The national government is to provide necessary measures,
including increasing awareness and understanding about the critical value of
cybersecurity, offering consultation on cybersecurity, and providing necessary
information and advice, in order to promote the voluntary activities for
cybersecurity of private enterprises such as small and medium-sized
enterprises, or of educational and research organizations such as universities,
considering that information related to their intellectual property is critical for
the enhancement of Japan's international competitiveness.
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(2) Considering that it is important for each member of the public to make an
effort to voluntarily strive to ensure cybersecurity, the national government is
to provide necessary measures, including offering consultation on cybersecurity
and providing necessary information and advice on actions such as,
appropriate choices about products and services in the daily use of computers
or the internet and other advanced information and telecommunications

networks.

(Z k70 TR OEHEE)
(Coordination with Multiple Stakeholders)
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Article 16 The national government is to aim at the enhancement of coordination
among relevant administrative organs and is to take necessary measures to
enable multiple stakeholders, such as the national government, local
governments, critical social infrastructure providers, and cyberspace-related

business entities, to work on cybersecurity policies in mutual coordination.

(A N—tX= VT 1 HiES)
(Cybersecurity Council)
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Article 17 (1) The Chief of the Cybersecurity Strategic Headquarters prescribed
in Article 28, paragraph (1) and the commissioned Minister of State (referred
to as "Chief, etc." in the following paragraph) is to establish the Cybersecurity
Council (hereinafter referred to as the "Council" in this Article) to hold the
necessary consultations on the advancement of cybersecurity policies.
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(2) If the Chief, etc. finds it necessary to do so, upon going through deliberations,
the Chief, etc. may have the following persons join the Council as a member
thereof:

10
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(1) heads of national administrative organs (excluding the Chief, etc.);
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(i1) local public entities or associations that they form;
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(iii) critical social infrastructure providers or associations that they form;
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(iv) cyberspace-related business entities or associations that they form;
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(v) universities and other educational and research organizations, or
associations that they form; and
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(vi) other persons considered to be necessary by the Chief, etc.
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(3) The Council may request its members concerned for submission of materials,
expression of opinions, explanations, or any other cooperation regarding the
advancement of cybersecurity policies when the Council finds it necessary for
consultations referred to in paragraph (1).In this case, the members of the
Council must respond to the request, unless there is a justifiable reason for not
doing so.
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(4) Any person who performs or previously performed the duties of the Council
must not divulge or misappropriate any secrets learned in connection with
those details without justifiable grounds.
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(5) The general affairs of the Council are performed by the Cabinet Secretariat
and managed by an Assistant Chief Cabinet Secretary who is ordered to do so.
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(6) Beyond what is prescribed in the preceding paragraphs, necessary matters
concerning the organization and operation of the Council are prescribed by the
Council.

(BUIRD B 0 Je O E DILR DB k)
(Cybercrime Control and Prevention of Damage)
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Article 18 The national government is to take necessary measures to control
cybersecurity-related crimes and prevent the spread of damage caused by them.

(BNEDOLRICERREEL KT TBENDH 5 FG~D3IE)
(Response to Incidents Which May Critically Impact the Country's Safety)
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Article 19 The national government is to take necessary measures to improve
and strengthen systems at the relevant bodies and to strengthen mutual
coordination and clarify the division of roles among the relevant bodies for
responding to cybersecurity-related incidents that might critically affect the
country's safety..

(PEZE DR BN OE BR L4 /) D 5Ab)
(Enhancement of Industrial Development and International Competitiveness)
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Article 20 The national government is to take necessary measures related to
cybersecurity, including the promotion of advanced research and development,
technological advancements, the development and recruitment of human
resources, the strengthening of the market environment and the development
of new businesses through the improvement of competitive conditions, and the
internationalization of technological safety and reliability standards and the
participation in such frameworks for mutual recognition of standards, in order
to create new business opportunities, develop sound businesses, and enhance
international competitiveness, so that the cybersecurity sector can become a
"growth industry" which creates employment opportunities, in consideration of
the fact that it is critical for Japan to have self-reliant capabilities to ensure
cybersecurity.

(RIFZEBH 3 D HEE4E)
(Promotion of Research and Development)
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D7 OEFR 72 Z OMOLERREZHET DD ET 5,

Article 21 The national government is to take necessary measures related to
cybersecurity for the improvement of the cybersecurity research environment;
the promotion of basic research on technological safety and reliability as well
as the promotion of research and development for core technologies; the
development of skilled researchers and engineers; the strengthening of
coordination among national research institutes, universities, the private
sector, and other relevant parties; and international coordination for research
and development, in order to promote research and development for
cybersecurity and its technological and other relevant demonstrations, and to
have the relevant cybersecurity results widespread, in consideration of the fact
that it is critical for Japan to maintain self-reliant technological cybersecurity
capabilities.

(N DR E)
(Development of Human Resources)

BT BT, R EEREMER. e, REFEET L RE R 4
B2 s, AN —tFx 2T 4 IR FFITHEFT D H OGS M OS5 B 58 ¢
DEIEMEICSSDLWEAH L b D ERD XD Mk OB s OMERIC LB
MRZHET DD LT D,

Article 22 (1) In close coordination and cooperation with universities, colleges of
technology, specialized training colleges, private enterprises, and other
relevant entities, the national government is to take necessary measures to
ensure appropriate employment conditions and treatment of the workforce in
the field of cybersecurity, thereby enabling their duties and work environments
to become attractive enough to meet their professional values.

2 [EiE, K%, @FHMPE. HEPR, REFEESE LREREER I ZX0 2n
5, A N—tF 2 VT 4 ITMED AMOMR, BIELKTEEOM LOTZ0, BHHIE
OIEH, HHEEWE OZBRZEOMOMLERERE#HT 20T 5,

(2) In close coordination and cooperation with universities, college of technology,
specialized training colleges, private enterprises, and other relevant entities,
for the purposes of recruitment, development, and quality improvement of
cybersecurity-related human resources, the national government is to take
necessary measures, including the utilization of a qualification scheme and
training of young technical experts.

(BB KO E OB, & K EFREE)
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(Promotion of Education and Learning, Public Awareness Raising)

Bt =% EIX, ERBDIASTFAN—tX2 VT 4 ICHETIELEEBEEZEDD LI,
YA N—tF 2 YT BT 2HEROEE OB, TER R OHFEROE K Z DL
ERMRZET DD ET 5,

Article 23 (1) For the purpose of raising public awareness and deepening their
understanding about cybersecurity among the people on a broad scale, the
national government is to take necessary measures including the promotion of
education and learning, public awareness activities, and the dissemination of
knowledge in the field of cybersecurity.

2 EiZ., fTEOHKROHEIZET DL, A —tx= U T (I 2 L0
ik D Mo e (K] 2 T2 D DATHFH D FE R, BRI DRI A N—F 2 U T (1T
LEGEZHEE ST D720 OWIM DI EZ OMOMERERZHET H D LT 5,

(2) In order to contribute to the promotion of the measures prescribed under the
preceding paragraph, the national government is to take necessary measures,
including the implementation of events for public awareness and the
dissemination of information on cybersecurity and the designation of the period
to promote cybersecurity activities in a focused and effective manner.

(1= B ) D HEHESE)
(Promotion of International Cooperation)

B USE EiX, YA X 2 U T 4 IZET AW T, TAEOEEREGSIC
BT HEN BB R-T & L bz, EEREERICRB T 2P EORRE L HEIET 572
D, YA RN—tF2UT 4IZFEL, BEEMRBREORE~O TR RS0, [EERFIZ
BT HEHEROE R OIFHROILA OHELE, BRI OY A N—tF 2V T o
(2B % %FIRE ) DHEEE D FEMRIY 70 3L € DA o [EIBREY 22 £l bin /1. JLIR OB Y %
OO EEEH ) 2 HES 2 L & bic, WMBEOY A NN—tFX=2 U T 1134 2505 E
DIFEZIRD DT DICHE R EFHFET DD ET 5,

Article 24 In order for Japan to play an active role in the international
community in the field of cybersecurity and increase Japan's international
interests, the national government is to advance international cooperation
relating to cybersecurity, including through independent participation in the
formulation of international rules, by building relationships of trust and
promoting information-sharing on an international level, by providing active
support for capacity building in developing regions' cybersecurity response and
other such international technological cooperation, and through crime control;
and is also to take the necessary measures for deepening other countries'
understanding of cybersecurity in Japan.

FBWUE HANN—FXal T 1 BIEAT
Chapter IV Cybersecurity Strategic Headquarters
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(BRI
(Establishment)
B+ TIs VANRN—tF2 VT 0 ICBET DR A RGN O RANHEE S D720,
WIS, A=t F 2 U T o BIEAE (LT TARE) &vwo, ) 2L,
Article 25 For the purpose of effectively and comprehensively advancing
cybersecurity policies, the Cybersecurity Strategic Headquarters (hereinafter
referred to as the "Headquarters") are established under the Cabinet.

(AT = HH %)
(Functions under Jurisdiction of the Headquarters)
RNk ORI, WICBT 2 FEEEZONEE D,
Article 26 (1) The Headquarters will carry out the following functions:

— PAN—EFX2 VT A EBEOROERK OERmOHEEICETH 2 L,

(i) preparing a draft of the cybersecurity strategy and promoting its
implementation;

= EHOATBEERIIMSIATBUE AR O EENCB T A NN—t X2 U 7 12T 5
KR D FEREDERL K YL IS SR OFHl (BEx2 &Ly, ) £ 0o 4%
BT HES SR O T DHEEIZRE T 5 Z &,

(ii) establishing the standards of cybersecurity measures for national
administrative organs, incorporated administrative agencies and designated
corporations, and promoting the implementation of the evaluation (including
audit) of measures based on the standards and other measures taken based
on the standards;

= EOITBEERE., WMSATEREASUIREEANTRAE LA N—kF 2 U T 4 I2H
TOERBREFERICKNT D RO RRZEHOTZOOMELZT, ) IZET S
&,

(ii1) evaluating the countermeasures against critical cybersecurity-related
incidents involving national administrative organs, incorporated
administrative agencies or designated corporations (including investigation
into finding the cause or causes of the incident);

W YA NRN—tFx2 7 T L2ERRBEELLCGEICBT 2ENADORERE & O
HEREEICET 52 &

(iv) facilitating communication and coordination with domestic and foreign
parties concerned when a cybersecurity-related incident occurs; and

I ORIEFICET2b00I1EN, A NR—tF 2T ICHTAMETCEERLDOD
ENZ B3 2 AR, AW Gt BIRITEREEI O E D AR Y O 78t &
OVt 3R D FE i |2 B3~ 2 F5 1 D VE R ONT it 3R D FFAMh 2 oDt oD 24 3% 3R oD S i o> HE
W N GBI T 5 2 &,

(v) beyond the functions listed in the preceding items, engaging in research
and deliberation on proposals for major cybersecurity policies; establishing
cross-governmental plans, making guidelines for estimates of relevant
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administrative organs' expenditures and establishing the basic principles for
implementing their policies; promoting the implementation of those policies,
such as evaluating them; and carrying out overall coordination.
2 AT, VAN F 2V T A BIEORZEHRLE D L T2 1T N,
ERLRIREREO B LA 2T LR 5720,
(2) In preparing the draft of the cybersecurity strategy, the Headquarters must
hear the opinions of the National Security Council in advance.
3 AKX, BAEOLRREIR LA N—kF 2 VT ¢ IZHT H2EHEEFHIIOWNT,
EHRLZERESHR L OBRELREHELZNDL D LT 5,
(3) The Headquarters is to work in close coordination with the National Security
Council with regard to critical issues concerning cybersecurity in the context of

national security.

(REL)
(Organization)
BB AKEIL AN F 2 )T A BIRAE R, YA N—kF 2 VT RIRA
AHEROFAN—F 2T A BIEARBEZ b > THEET 5,
Article 27 The Headquarters consists of the Chief of the Cybersecurity Strategic
Headquarters, the Deputy Chief of the Cybersecurity Strategic Headquarters,
and the members of the Cybersecurity Strategic Headquarters.

(A A% 2 U 7 4 B
(The Chief of the Cybersecurity Strategic Headquarters)

FoHNGE RKHORIZ, YA —tFa U T A BEATE (LT TRHBE] &
7., ) &L, NBRIEEEEZ Lo TETS,

Article 28 (1) The person in charge of the headquarters is called as the Chief of
the Cybersecurity Strategic Headquarters (hereinafter referred to as the
"Chief"), and the Chief Cabinet Secretary serves in that capacity.

2 AKERIZ. AHOFEFBEZREL, T OME 2 HBEEET 5,

(2) The Chief engages in the overall management of the Headquarters' duties and
the oversight of personnel at the Headquarters.

3 AKERRIE. BB NI CIHE 5, B MO IS IRUE T D Rl SR =
FRKELIEE =4 =ZROBEIC LV RME SN TZE R FRFEICESE, LERD
5 ERDDHE T, BBRITEHEORICH L, 815 THZ LN TE S,

(3) The Chief may make recommendations to the heads of relevant
administrative organs when necessary, based on the evaluations prescribed
under Article 26, paragraph (1), item (ii), (iii), and (v), or the documents,
information or other materials provided pursuant to the provisions under
Articles 32 or 33.

4 KEEIE. APEOHEIC LD BRITBOEBE ORISR LS L7z & 13, UikBERIT
BB O RIZx L, TOEIEICE SN TE ot HEICOWTHEEZ RO DL Z LN TE
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Do

(4) After making the recommendations as prescribed under the preceding
paragraph, the Chief may request a report from the heads of the relevant
administrative organs regarding the measures taken based on the
recommendations.

5 AKHEIE, FHOHEIZLVEIE L-FHICE LN ERNS L LR D & &I,
WRIFBELRE ISR L, MREFHIZOWTHEE (I -+ ZEERFE L) HBARED
BEICLDHENEOND LI BRABEHT LN TE D,

(5) In relation to the recommendations made in accordance with paragraph (3) of
this Article, if the Chief finds it particularly necessary to do so, the Chief may
present opinions to the Prime Minister to take action in regards to the relevant
matter, as prescribed under Article 6 of the Cabinet Law (Act No. 5 of 1947).

(A N—tF =2V T ¢ BRIRRIAE )
(The Deputy Chief of the Cybersecurity Strategic Headquarters)

BoAE REIC, YA AN—tFx 2 U T s IRAIATE (UUF TRIRSE] &
9. ) HEEZ, EBEKELZH > THRTD,

Article 29 (1) The Deputy Chief of the Cybersecurity Strategic Headquarters
(hereinafter referred to as the "Deputy Chief") is assigned to the Headquarters,
and a Minister of State serves in that capacity.

2 RIRERIL, KEE OIS 2T 5,

(2) The Deputy Chief assists the Chief's duties.

(A N—EF=2 VT ¢ BRIEAER)
(Members of the Cybersecurity Strategic Headquarters)

Btk AKEIC, PANN—EF 2 )T A EIEARTHE REICENT TREE] v
. ) EEL,

Article 30 (1) The members of the Cybersecurity Strategic Headquarters are
assigned to the Headquarters (referred to as "members" in the following
paragraph).

2 AHEIZ. RicEBITLE BT oE\ERTETITH/ITLEICH- T, BIATE
CRTHNTEbDERLS, ) Zb->THTD,

(2) Those listed below are designated as members (except in a case in which
someone listed in items (i) through (vi) is designated as the Deputy Chief):

— EZFRA/AKEERETBEK
(1) the Chairperson of the National Public Safety Commission;

= TUHXILVKE

(i1) the Minister for Digital Transformation;

= BEXKE

(iii) the Minister for Internal Affairs and Communications;
LA N E
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(iv) the Minister for Internal Affairs and Communications;

T R EERE

(v) the Minister of Economy, Trade and Industry;

AN il PNE

(vi) the Minister of Defense;

£ AT ST 58 DED AMELACRIATMELSOEBERED 5 Hirb, A
DFTEFREZFIT T HTOIFFICLERN DD LR LE L L THRRERE N EE
TOHE

(vii) the person whom the Prime Minister designates from among any
Ministers of State other than the Chief and Deputy Chief, as those
considered indispensable in carrying out the functions under the jurisdiction
of the Headquarters, beyond the persons set forth in the preceding items;
and

N ANRN—F 2T I LENTZHRLEZETL2EHDO S HE . NEREEREN
(ERAAAE

(viii) among experts with exceptional knowledge and experiences on
cybersecurity, those designated by the Prime Minister.

(FHDZERL)

(Entrustment of Duties)

ot —5% KL, ROKFITHT 2FFOXSITE U T, YZFEO— % YL
TICEDDEICELT DI LN TED,

Article 31 (1) The Headquarters, according to the category of duties listed in the
following items, may entrust a part of its duties to the persons specified in
each of the items:

— B PALREEHE _SIET 2T RNATBHEAN KR UYEEENCR T 5 A
Nt X2 VT AT HROEEICESSERIHEL BDOIZIRSD, ) XIXIFHE
BT 5 ES ORNATBUEA IR EEANTHRAE LA N—k X2 U T 4
(CBT 2 HERLRFELROFRKIEHDO D DOFEISRD b DIZRD, ) WATEIEAN
T WAL PR HEMEREAE = DY A N—F X 2 U T 1 IZBF DRI OV TH4r 22 H iy
RE N R OSEFR R HGRER 2 AT 2 L & HIT, UEFFELMEICEmMT L5 LN T
EHHDE L THATTEDDIEN

(1) duties listed in Article 26, paragraph (1), item (i) (limited to one relating to
audit based on the standards of cybersecurity measures for incorporated
administrative agencies and designated corporations) or duties listed in item
(ii1) of that paragraph (limited to one relating to investigation into finding
the cause of critical cybersecurity-related incidents involving incorporated
administrative agencies or designated corporations):the Information-
technology Promotion Agency, Incorporated Administrative Agency or a
corporation specified by Cabinet Order as one that has sufficient technical
competence and expert knowledge and experience concerning the
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cybersecurity measures and that is capable of carrying out duties reliably;
and

=B HARE-HENSIBIT5ESE AN —tXa VT 0 ICBAT O ELNHE
A LTESGEICHET D ENSORERE & ORI OW T R EIIRE ) L O
B2 AT 5 & L b, UEFBLMEICERT L LNTELHDL
LTHETEDDIEAN
(ii) duties listed in Article 26, paragraph (1), item (iv):a corporation specified

by Cabinet Order as having sufficient technical competence and specialized
knowledge and experience in communication and coordination with domestic
and foreign parties in the event of a cybersecurity-related incident, and being
capable of reliably carrying out their relevant duties.

2 HHOHEIC I FHFOLFEEZITIEADRER L IFBEXIT N6 OICH
ST, ENRBRN R YEREFRIROIFHBICEHL THY BIELZRO L,
MITEH L TE R B0,

(2) An officer or personnel of a corporation that has been entrusted with duties
pursuant to the preceding paragraph or a person who had been in such a
position must not divulge or misappropriate any confidential information
learned in connection with those duties under that entrustment, without
justifiable grounds.

3 FHHOHBEILIYFBEOLEEZZ T IIENDOEEITIE Th > TYREIEITR
LHEBITHFT Db 0IE, HiE (BN -HFEERB N I05) £ Ofod ETRI o IS
ONWTE, EFIC LY BB FT LA & BT,

(3) An officer or personnel of a corporation entrusted with duties pursuant to
paragraph (1) who are in charge of the duties under the entrustment, are
deemed to be an official engaged in public services pursuant to laws and

regulations, for the purpose of applying the Penal Code (Act No. 45 of 1907) or
other penal provisions.

(& BHE L)
(Submission of Materials)

Bt 4% BMRITBUEREORIX, KOED DL EZ ALK REIZH L, 13—
X2 VT AT IERUIE R TH - T, KMOMEREFOZRITIZETHHD %,
BRI L 2T i e 6720,

Article 32 (1) The heads of relevant administrative organs must provide the
Headquarters with materials or information related to cybersecurity that is
beneficial to the performance of the functions under its jurisdiction in a timely
manner, as set by Headquarters.

2 HIHEIZED D HODIEN, BMRITBHEEORIE, AMEORDITIE LT, AT
L. KEOFTEEEOZBITICLERT A N—tX 2 U T ¢ ICBT &R I EFRORE
i K OB Z OB 72 b /1 2 AT 2 72 1T uid e 6720,

(2) Beyond what is provided for in the preceding paragraph, as requested by the
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Chief, the heads of the relevant administrative organs must cooperate with the
Headquarters, such as by providing materials or information related to
cybersecurity that is necessary for the performance of the functions under its

jurisdiction, or by explaining those materials or information.

(EBtORHZ DO T))
(Submission of Materials and Other Cooperation)

Btk REIX, TOMEFEREBLZZITTLHROMLERNHL LD L LT, A
AR OMSIATBHE N O R ERZRFEN (ELRFENE CERRCETLEERE S
+25) B CHICHET DENYRFEAZ VD, ) OFRXIIHER, Kyt
FEFABERSE N (FSRE ZHICHRET 2 RKFEFEFAEEEAZ W S, ) OEEE.
AARGHES B v 7 — (BMEBEREIEE CERHAFEERB LU FH=5RICH
ETDHHARFNEEE 2 —% ), ) OBER, FHRIEAKORAEANTH> TK
HAEET D2 LOORBEWL NI A N—X 2 VT 1 IZETLIELEBRE LTSS
(2B 2 ERNNOBRE & OEETE 21T O BREE ORKRE T LT, A3 —%
Fa2 VT I T 2EBIC L DWEDOILREBIE L, KOS E B OEH 7218 1H
DT DICEEEEE L TIT O BEZOMO A N—t X2 U T (2T DR ICH
LLERER ORI, BR OB, SHEOMom 12RO 2N TED, 208
BICBNT, ¥R ZZT2F T, EYREARNHLGEZRE, TORDITST
RFIT R B0,

Article 33 (1) If the Headquarters considers it necessary to do so for the
fulfillment of the functions under its jurisdiction, the Headquarters may
request the necessary materials to be submitted, the necessary opinions to be
presented, the necessary explanation to be given, or any other cooperation to
be provided, in relation to the measures which the Headquarters takes in
coordination with the national government, or other cybersecurity measures for
preventing the spread of damage caused by threats against cybersecurity and
promoting a quick recovery from such damage, by the heads of local
governments or incorporated administrative agencies; the deans or the
president of national university corporations (referring to national university
corporations prescribed under Article 2, paragraph (1) of the National
University Corporation Act (Act No.112 of 2003)); the heads of inter-university
research institute corporations (referring to inter-university research institute
corporations prescribed under Article 2, paragraph (3) of the Act); the
President of the Japan Legal Support Center (referring to the Japan Legal
Support Center prescribed under Article 13 of the Comprehensive Legal
Support Act (Act No. 74 of 2004)); the representatives of special corporations or
authorized corporations designated by the Headquarters; and the
representative of the relevant entity facilitating cybersecurity-related
communication and coordination with domestic and foreign parties concerned.
In this case, the relevant person must respond to the request, unless there is a
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justifiable reason for not doing so.

2 KREIX., ZOREFEFEZEFTTLHEORFICLEND D L5 & &3, AiEICHEE
THELUSNDEIH LT, FEOH I ZEKET 52 L TE %,

(2) On finding that it is particularly necessary to do so in order for the fulfillment
of the functions under jurisdiction of the Headquarters, it may request the
cooperation under the same paragraph from a party other than the parties
prescribed in the preceding paragraph.

(M 5 2 F AR~ D15 77)

(Cooperation for Local Governments)

oIS MU AR, B HSRICEIE T DMK O R E XILEMD 72 DI BN &
LERODLEEIT, RKEICK L, HROEBEEOMOW 15RO D Z & i)\T% 2o

Article 34 (1) If a local government finds it necessary to do so in order to
formulate or implement the policy prescribed in Article 5, it may request the
Headquarters to provide information and other cooperation.

2 AKX, APEOHEIC L DM RN EEIE, ZORDIIEL DL IED D
HD LT D,

(2) If cooperation is requested pursuant to the preceding paragraph, the
Headquarters is to make an effort to meet the request.

(F%5)
(Duties)
=t+HE AKHICET2HEEIL. AREEICBOWTLAE L, maxzl CTHRREREEE
EHNERT 5,
Article 35 The duties of the Headquarters are performed by the Cabinet
Secretariat and managed by an Assistant Chief Cabinet Secretary who is

ordered to do so.

(FEEDKE)
(Chief Minister)
=FARE KR D FHIZOWTIEL, WEEICW D o KREIX, NEBREERE &
T 5,
Article 36 For matters related to the Headquarters, the Prime Minister serves as

the chief minister prescribed in the Cabinet Act.

(BB ~DZFEAT)

(Delegation to Cabinet Orders)
Btttk ZOERICEDDIHODIEN, AEICEH LLERFEHIT, BT TED D,
Article 37 Beyond what is provided for in this Act, necessary matters relating to

the Headquarters are prescribed by Cabinet Order.
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BHE A

Chapter V Penal Provisions

FotHNE FBHEREMEXITE =+ —&E _HOPEITER LI X, —FLUTO
SO MU T O &IT03 %,

Article 38 A person who violates the provisions of Article 17, paragraph (4) or
Article 31, paragraph (2) is subject to punishment by imprisonment for not
more than one year or a fine of not more than 500,000 yen.

B R

Supplementary Provisions

(AT 51 7 )
(Effective Date)
2k ZOERIT. AMOBNLHTT 5, 72U, B R KON EOFE N N
BRIZEIO SR OBEIX, DO A NHEE L T—FE 282 2 WHEENIZE W TES TF
D5 HPNOLHTT 5,
Article 1 This Act comes into effect on the date of promulgation; provided,
however, that the provisions of Chapters II and IV as well as Article 4 of the
Supplementary Provisions come into effect on the day specified by Cabinet
Order within a period not exceeding one year from the date of promulgation.

(k&)
(Examination)
Bk BURIE. ROOBCBRFRE N O LR RRIZ 1T 2 3oy [E o0 - & Nl ONT
& OEROLZEDOMERICET 21EF CERHIFEERBEHLS) B+ —&FE—
HIZHET 2BAHEEBICHY T2 ANN—t X2 T 4 ICHT 2ELZFOMOERE
ERy MU — 7 XITEHAFEEAZ 18 U7 E R RIS T 2 R ERIEE NS |
RATER ORFTEBIO LM ThH > T, TOHENMFILEL, KT LGS ICEHRAE
TG X IIRFTEENCZ KRR B2 METBENRET DL OELHET 2810 8D
it 2 M 5 72D DR RIZHOW T, MEAWVBLRNLRFT 26D LT 5,
Article 2 For cybersecurity incidents classed as emergencies specified in Article
21, paragraph (1) of the Act on Securing the Peace and Independence of Japan
and the Security of the Nation and its People in an Armed Attack, and a
Survival-Threatening Situation (Act No.79 of 2003), and other malicious
activities against electronic computers through information and
communications networks or electronic or magnetic storage medium, the
national government is to examine, from a broad point of view, measures aimed
at further strengthening the capability of the defense of infrastructure which is
the foundation of the peoples' living conditions and economic activities, and the
functional failure or deterioration of which would risk enormous impacts to
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them.

B Al (PR-tHLEERLRA+—BEREASTAE) )
Supplementary Provisions [Act No.66 of September 11, 2015] [Extract]

(MEA739 1)
(Effective Date)
F—k  ZOERIE, FR A NEUA — BB TT 5,
Article 1 This Act comes into effect from April 1, 2016.

B Al (PRZFEFELA=+RERSETARE] ()
Supplementary Provisions [Act No.76 of September 30, 2015] [Extract]

(M4 T3 B )
(Effective Date)
Tk ZOEAEE, AMOBPLERLTRAZBEIZVEANICE W TES TED
HHPOHEITT 5,
Article 1 This Act comes into effect on the date specified by Cabinet Order

within a period not exceeding six months from the date of promulgation.

Bt Rl PR+ /\ENA Z+ZHEEE=+—75F) ()
Supplementary Provisions [Act No.31 of April 22, 2016] [Extract]

(BaAT3 H)
(Effective Date)

B ZOEEE. AMOANLER L TAHEZBAR2VFEENICE O TES TED
LHNBRATT D, 72720, IR OITHIAIE =2k, BHILRMOEARKOBET, &
DO HNLHEITT D,

Article 1 This Act comes into effect on the date specified by Cabinet Order
within a period not exceeding six months from the date of promulgation;
provided, however, that the provisions of the following Article and Article 3,
Article 5 and Article 6 of Supplementary Provisions come into effect on the
date of promulgation.

(BB ~DZFEAT)
(Delegation to Cabinet Order)
BN MR LM DRIGETICED D b ODIEN, ZOIEHOREITICE L CXLER
P E ETNCET 2 REHEEZ &, ) 13, BB TED D,
Article 6 Beyond what is provided for in Article 2 through the preceding Article
of the Supplementary Provisions, necessary transitional measures for the
enforcement of this Act (including transitional measures for penal provisions)
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are specified by Cabinet Order.

W Al (PRE=+HE+ZHAH+ZREgEL—F) )
Supplementary Provisions [Act No.91 of December 12, 2018] [Extract]

(W17 51 H)
(Effective Date)
1 oI, AMMOAPLERE L T2 R WEHNICE W TES TED S A
MORITT %,
(1) This Act comes into effect on the day specified by Cabinet Order within a

period not exceeding one year from the date of promulgation.

M Rl (SFEEAZ+MBEREL—F) ()
Supplementary Provisions [Act No.11 of May 24, 2019] [Extract]

(W17 H)
(Effective Date)

2k ZOERE, B TFEUA B0t 5, e L, B ARREN KT
ENEMRANC =42 N2 5 QOERE ., 5 MU S TMNIATBUE N R PSR - ARG
FEMEIE TS — S DUERUE K ONRIE S 4 /N 555 — TH O SUEHUE I ONZ IR Z G OV BRI 5
PUERH =H L OB IMIE, FHLR, BH—RUERITH+ KOFEIX. A0 NN
173 %,

Article 1 This Act comes into effect on April 1, 2020; provided, however, that the
amending provisions in Article 2 that add one Article to the Supplementary
Provisions of the National University Corporation Act; in Article 4, the
provisions amending Article 3 of the National Institution for Academic Degrees
and Quality Enhancement of Higher Education Act, and amending Article 16,
paragraph (1) of the same Act; and the provisions of the following Article, and
the provisions of Article 4, paragraph (3) and paragraph (4), Article 9, Article
11 and Article 12 of the Supplementary Provisions come into effect on the date

of promulgation.

Mt B (FREFFEHA+HWABEEE=T+THE) [#)
Supplementary Provisions [Act No.35 of May19, 2021] [Extract]

(W17 51 H)
(Effective Date)
Bk ZOWEMEIE. SR EFELA B BT A,
Article 1 This Act comes into effect on from September 1, 2021.

M R (EMEFEA+TUBEERE=1TARE) ()
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Supplementary Provisions [Act No.36 of May19, 2021] [Extract]

(ME4739 1)
(Effective Date)
2k ZOERIT, M EFILH BT 5, 22 L, MRS HROBIER
NAED H B IIITT %,
Article 1 This Act comes into effect on September 1, 2021; provided, however,
that the provisions of Article 60 of the Supplementary Provisions come into
effect as from the date of promulgation.

(B3 B4 2 B A &)
(Transitional Measures Concerning Dispositions, etc.)

Fh+Edk ZOERORATANC Z OERIZ I L2BERTOZREROER (ZITHES
<HmxEte, UFZORKPREFIZBNT TRHES] WO, ) OHEIZ XV e
DE OB LTeREEDLZ OMOITHIE, ERIZHEDOED N &H D DDIE,
ZOERORATHRIL, ZOERICIDIWERDENENOEE (ZHICES<mnzx
e, LT Z 03*&0\0/2% ZBWT DHES] LW, ) OHEBREICIVHYEDE
ODH%E'S# L 7o EFE DOy & DM DAT# & 21727,

Article 57 (1) After this Act comes into effect, unless otherwise provided for in
laws and regulations, a disposition such as certification that has been reached
or any other such action that has been taken by a former national government
organ pursuant to the provisions of one of the relevant Acts(including orders
based thereon; hereinafter referred to as "Former Act Order" in this Article
and the following Article) before its amendment by this Act before this Act
comes into effect is deemed to be a disposition such as certification that has
been reached or any other such action that has been taken by the
corresponding national government organ pursuant to the corresponding
provisions of the relevant Act after its amendment by this Acts(including
orders based thereon; hereinafter referred to as "New Act Order" in this Article
and the following Article).
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(2) An application, notification or any other act which, at the time of the
enforcement of this Act, has been actually filed with a former organ of the
State pursuant to the provisions of an Ordinance of the Former Act shall, after
the enforcement of this Act, be deemed to be an application, notification or any
other act filed with the corresponding organ of the State pursuant to the
corresponding provisions of a new Ordinance, unless otherwise provided for in
laws and regulations.

25



3 ZOERORATRNZ HES OREIZ X0 WEaTOE OB L THEE, JatZ o

DFEEE LT bR WEIE T, =~ OERORITO BN GERT 0 E oM o L
TEDFHRNENTVRNEDIZOWNWTIE, EFTICHEDEDRH DS DDIEN, 2
DIEEORATHRIL., ZE, FETOMYBREIC IV HYOEOEEIZH L TZOF
RSN TN RS D LR LT, FESOREEZ#EHAT 5,

(3) With regard to matters for which applications, notifications, or other
procedures must be made to the former organs of the State pursuant to the
provisions of Orders of the Former Act prior to the enforcement of this Act, for
which the procedures have not been made to the former organs of the State
prior to the date of enforcement of this Act, the provisions of new laws and
regulations apply after the enforcement of this Act, deeming that the
procedures have not been made to the corresponding organs of the State
pursuant to the corresponding provisions of new laws and regulations, unless
otherwise provided for in laws and regulations.

(fn 5 DRI BT % R FE &)
(Transitional Measures Concerning Effect of Order)
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Article 58 The Cabinet Office Order set forth in Article 7, paragraph (3) of the
Act for Establishment of the Cabinet Office or the Ministerial Order set forth
in Article 12, paragraph (1) of the National Government Organization Act that
has been issued pursuant to the provisions of the Former Act Order is to
remain in force as the corresponding Order of the Digital Agency set forth in
Article 7, paragraph (3) or the Ministerial Order set forth in Article 12,
paragraph (1) of the National Government Organization Act that has been
issued based on the corresponding provisions of the new Act after the

enforcement of this Act, unless otherwise provided for in laws and regulations.

(FTHI O 2 BE 2 RRs )
(Transitional Measures for Application of Penal Provisions)
FHAILE  ZOEFROFATRNC L72AT 2263 2 2l 0mE I 2V T, ZRIBIERTD
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Article 59 With regard to the application of penal provisions to acts committed
prior to the enforcement of this Act, the provisions then in force remains
applicable.

(BB ~DZEAT)
(Delegation to Cabinet Order)
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Article 60 Beyond what is provided for in Article 15, Article 16, Article 51 and
the preceding three Articles of the Supplementary Provisions, transitional
measures necessary for the enforcement of this Act (including transitional

measures concerning penal provisions) are to be provided for by Cabinet Order.

WAl (SmUESHFFERERESHFNE] ()
Supplementary Provisions [Act No.68 of Junel7, 2022] [Extract]

(W17 51 H)
(Effective Date)
1 ZOWERT. JIESE—HUEERIT A o171 2, 722 L, ROZFITHIT D H
VL, YA FITED D BN LRAITT %,
(1) This Act comes into effect as from the date of promulgation of the Act
Partially Amending the Penal Code and Related Acts; provided, however, that

the provisions of the following items come into effect as of the date prescribed
in the items:

— BHENLGFOBE AfioH
(1) the provisions of Article 509: the date of promulgation
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