Outline of the Act to Partially Amend the Act on the Promotion of Ensuring
National Security Through Integrated Implementation of Economic Measures

(] The essential infrastructure system of the Act on the Promotion of Ensuring National Security is a system in which 14 important business

sectors including electricity and gas are specified by the Act, and businesses subject to regulations are narrowed down by Cabinet
Order (specified essential infrastructure business), and when a particularly important service provider* among them tries to introduce or
entrust maintenance of important equipment*, it is subject to prior screening.

*Designation criteria and facilities for eligible service providers are stipulated by Ministerial Order.

) Although port and harbor-related businesses were not included in the businesses stipulated by the Act, a close examination of port
and harbor-related systems was conducted after the cyber-attack on the Port of Nagoya in July 2023, it was found that a disruption to
the system* that manages container loading/unloading operations etc., used by cargo-handling port and harbor transportation
business operator could have a significant impact, and therefore, a revision is made to add general port and harbor transportation
business to the list of business sectors that can be specified as specified essential infrastructure services. The amendment will ensure the
stable provision of port and harbor transport services by conducting prior screenings when introducing those facilities (systems), etc.

*The system is called Terminal Operation System (TOS).

Summary (parts in red are amendments)

Businesses that may be regulated
(Businesses subject to regulations are to be specified by Cabinet Order from the businesses listed
in the Act. General port and harbor transportation business will be added to the
businesses listed in this Act.)
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» Terminal Operation System (TOS) *

Supplier and
Contractor 1*Information processing system that comprehensively performs the following at container terminals:
(Vendor, etc.) 1(1)  preparation of plans forloading containers onto vessess, (2) preparation of plans for placement of containers,

Effective date

Date spedified by Cabinet Order within a period not exceeding one year and six months from the date of promulgation
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