Outline of the Act Partially Amending the Act on the National Institute of Information 0

and Communications Technology, National Research and Development Agency.

~

For the investigation of IoT devices that are likely to be abused for cyberattacks that is conducted by National Institute of Information and Communications Technology,
National Research and Development Agency (NICT), (1) continuous implementation of the investigation of the IoT devices, having vulnerable ID/password settings to be

obsolete at the end of the fiscal year 2023, will be made possible in and after the fiscal year 2024 and, (2) the rules for expanding the scope of the subject of the investigation

will be set up. In addition, the Act on Facilitation of Implementation of Project for Development of Specified Communication and Broadcasting will be repealed.
J

\

Amendment of the Act on the National Institute of Information and
1. Setting up rules for cybersecurity-related Operations Communications Technology, National Research and Development Agency
(1) Continuous implementation of the investigation of the [oT devices, which have vulnerable ID/password settings.

O Continuous implementation of the investigation of the IoT devices (Specific access) having vulnerable ID/password
settings, that NICT was to conduct only until the end of the fiscal year 2023, will be made possible in and after the

fiscal year 2024.

(2) Expanding the scope of the subject of the investigation
O For the operation related to the investigation, etc. of IoT devices by NICT, the scope of the subject will be expanded*
and the medium to long-term objective of NICT will be worked out to be settled after the Minister of Internal Affairs
and Communications hearing opinions from the Cybersecurity Strategic Headquarters.

*In addition to IoT devices having vulnerable ID/password settings, [oT devices installed with vulnerable firmware, etc. and those already infected with

malware will become the subject of the new investigation.

+ Amendment of the Act on the National Institute of Information and

2. Liqllidation Of itS tl'llSt fllnd and repeal, etC. Of the ACt on Communications Technology, National Research and

Development Agency

FaCilitation Of Implementation Of Pl'Oj eCt fOl’ Development Of *Repeal of the Act on Facilitation of Implementation of Project for

Development of Specified Communication and Broadcasting

SpeCiﬁed Communication and Broadcasting (setting up special rules of operation for NICT)

O The trust fund of NICT is liquidated, and in consequence, the Act on Facilitation of Implementation of Project for
Development of Specified Communication and Broadcasting, that regulates operations of NICT and the trust fund will be

repealed.

Effective date: April 1, 2024 (excluding certain provisions)
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